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“Success doesn’t ask for
your age or background —
it only listens to your
consistency.”
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SC tasks CBI to tackle ‘digital arrests’

Court says every type of cyberscam that
defrauds the public needs to be probed

Krishnadas Rajagopal

NEW DELHI

he Supreme Court
T on Monday tasked

the Central Bureau
of Investigation with crack-
ing down on ‘digital arrest’
scammers and their asso-
ciates, giving the agency a
“free hand” to launch an
anti-corruption probe into
bankers involved in the
opening of mule accounts
linked to cybercrimes.

A Bench of the Chief Jus-
tice of India Surya Kant
and Justice Joymalya Bag-
chi found “enough was
enough”, and held that
‘digital arrest’ scams re-
quired the immediate at-
tention of the CBL.

A note provided by the
Centre in the court showed
that ¥3,000 crore had al-
ready been scammed by
fraudsters from victims,
mostly drawn from the el-
derly population, through
‘digital arrests’.

“There is no second opi-
nion that every type of cyb-
er scam defrauding vic-
tims, especially senior

citizens, is required to be
investigated. The CBI shall
investigate first the digital
arrest scams. Other types
of cyber scams [fraudulent
investments, promise of
part-time jobs] can come
in the second and third
stages,” the court observed
in the order.

The court directly or-
dering the CBI, overriding
state consent, to conduct a
pan-India probe and hunt
down scammers is an ex-
traordinary step. It cannot
order the CBI, except
when compelled by excep-
tional circumstances.

Directive to States

Bihar, Tamil Nadu, Karna-
taka, Kerala, West Bengal,
Madhya Pradesh, Uttarak-
hand, Rajasthan, Punjab,
Maharashtra, Meghalaya,
Jharkhand, and Tripura
have been directed to ac-
cord consent to the CBI un-
der Section 6 of the Delhi
Special Police Establish-
ment Act to investigate
‘digital arrest’ cases under
the Information Technolo-
gy Act, 2000 in their

Court directly ordering CBI, overriding
state consent, is an extraordinary step

Tough action

The Supreme Court has asked the Central Bureau of
Investigation (CBI) to crack down on ‘digital arrest’ scammers

THREE CATEGORIES OF CYBER SCAMS IDENTIFIED BY SC

= Digital arrests: Victims are made to believe government
authorities are entitled to their hard-earned money, and they
are subjected to coercive acts of extortion

# Investment scams: Victims are lured by attractive investment
schemes to deposit large amounts, but eventually -

are duped of the money. The fraudsters con-

tinue to coin different terminologies to dupe

victims. In some of the cases, the money is
sought in the name of ‘advance tax'

® Part-time jobs: Victims are paid for 'free
tasks’ like positive reviews or watching
YouTube, They are later made to pay
huge amounts for ‘premium tasks’

jurisdictions.

The court directed the
CBI to identify police offic-
ers from different States,
and domain experts, to aid
the investigation. “We
want the CBI to undertake
a comprehensive investiga-
tion on identified cyber-
crimes on a pan-India ba-
sis,” Chief Justice Kant
observed.

Considering the magni-
tude of the ‘digital arrest’

scams and widespread ten-
tacles of the fraudsters, the
Supreme Court directed
the CBI to coordinate with
the Interpol to identify cy-
bercrime havens abroad.
The court impleaded and
issued notice to the Re-
serve Bank of India to res-
pond on the use of Artifi-
cial Intelligence and
Machine Learning to trace
‘layering’ or the moving of
the proceeds of crime

States directed to accord their consent
for investigations in their jurisdictions

through multiple bank ac-
counts to escape
detection.

Invoking the Informa-
tion Technology (Interme-
diary Guidelines and Digi-
tal Media Ethics Code)
Rules of 2021, the apex
court directed online inter-
mediaries to cooperate
with the CBI, and provide
the agency assistance with
regard to data in connec-
tion with investigation into
‘digital arrest’ cases.

States and Union Terri-
tories have to ensure the
establishment and opera-
tionalisation of regional cy-
bercrime  coordination
centres to compile data on
cybercrimes, and for in-
itiating preventive mea-
sures against the offence,
the court directed. They
should be linked to the In-
dian Cybercrime Coordina-
tion Centre (14C), which is
designed to provide an
ecosystem for law enforce-
ment agencies to deal with
cybercrime in a coordinat-
ed and comprehensive
manner.

The court said telecom

operators had been care-
less in issuing SIM cards.

“The records before this
court show an alarming,
negligent and irresponsible
approach of the telecom
service operators in issuing
SIM cards, particularly
multiple SIMs, in the same
name,” Chief Justice Kant
noted.

The Telecom Depart-
ment was ordered to sub-
mit a proposal for the con-
sideration of the top court,
which would be eventually
complied with by telecom
service operators to pre-
vent the misuse of SIMs.

The court’s amicus cu-
riae in the case, advocate
N.S. Nappinai, classified
cyber frauds into three
main categories — digital
arrest, fraudulent invest-
ments, and the promise of
part-time jobs.

All these frauds are
meant to defraud innocent
victims, particularly senior
citizens, of their hard-
earned money. Whatever
the category, they need to
be stopped, the (]I
stressed.



1. Supreme Court (SC) intervention

SC has directly ordered the Central Bureau of Investigation (CBI) to probe digital arrest scams.

e This is extraordinary because normally CBI needs state consent to investigate in a state.
2. Reason

230,000 crore already looted by scammers via cybercrimes.
o Elderly citizens are the biggest victims.

SC: "Every type of cyber scam that defrauds the public must be probed.”

B. What are “Digital Arrests"?

1. Scammers pose as govt officials

Claim that victim’s number/account is linked to a crime.

Threaten arrest, legal action, “warrant”, freezing of bank accounts.
2. Coercive tactics

o Force victims to stay on video calls.

o Ask them to transfer money for “verification”.
o extort money via fear.
3. SCview

Calls it coercive extortion using government authority.



C. Three Cyber Scam Categories Identified by the Court

1. Digital Arrests

« Coercive extortion using fake authority.
2. Investment Scams

» Fake lucrative investment schemes - “advance tax”, “premium scheme".
3. Part-Time Job Scams

» "Free tasks” (likes, reviews, YouTube watching).

« Later demand money for “premium tasks".

D. SC Orders to CBI

1. Pan-India Investigation
+ CBI to identify:
« police officers involved,
« telecom operators,
« financial intermediaries,
« domain experts.
2. Coordination with Interpol
» Many scam operators are based abroad.
3. Use Artificial Intelligence & Machine Learning
» To track "layering"” and money flow.
+ To detect scam networks.
4. Helpline Integration
» All efforts to be linked with Indian Cybercrime Coordination Centre (14C).



E. Orders to States / UTs

1. States must give consent to CBI
« States named: Bihar, Tamil Nadu, Karnataka, Kerala, West Bengal, MP, Uttarakhand, Rajasthan,
Punjab, Maharashtra, Meghalaya, Jharkhand, Tripura.
2. Establish Regional Cybercrime Coordination Centers
« For real-time data sharing.
3. Assist CBI with domain experts, police teams.

F. Orders to Telecom Operators
1. SC Criticism
» Telecom operators were “negligent and irresponsible” in issuing SIMs.
« Many SIMs issued on same name, enabling crime.
2. Mandates
« Prevent misuse of SIM cards.
« Submit proposals to improve KYC & detection.

G. Orders to Online Platforms

1. SCinvoked IT Rules 2021
¢ Online intermediaries must cooperate with CBI.

« Mandatory sharing of information related to scam calls/videos/IDs.



A. Digital Arrest Scam — India Context
» First major cases emerged in 2022-23.
« Call centers in Cambodia, Myanmar, Laos run trafficking networks forcing Indians into scam
operations.

« Kerala alone reported 2100+ crore losses (2023-24).

B. Why Citizens Fall for It

» Use of:
» Fake police video rooms,
» Look-alike government seals,
» Caller ID spoofing,

» Deepfake documents.

C. Relevant Laws
e |IT Act, 2000
« IPC 419/420 (cheating)
« Section 66D (impersonation using computer resources)
« Telegraph Act for SIM regulation

D. Agencies Involved
« CBI
* |4C (Indian Cybercrime Coordination Centre)
« CERT-In
« MHA Cyber Swachhta Kendra



4.Last 1 Year Me Aaye Actual Exam Questions (Cyber Crime Related)

(A) UPSC CSE Prelims 2024

Q. Which of the following is/are cybercrime threats?

1. Spoofing
2. Phishing
3. SIM swapping

Answer: All 3

(B) SSC CGL 2023-24

Q. “Smishing” refers to:
A. SMS-based phishing attacks
Answer: A

(C) CDS 2024

Q. CERT-In works under which ministry?

Answer: Ministry of Electronics & IT (MeitY)



(D) RAS Pre 2023

Q. 14C (Indian Cybercrime Coordination Centre) works under:

Answer: Ministry of Home Affairs

(E) Banking Exams 2024

Q. SIM-card fraud is classified under which section of IT Act?
Answer: Section 66C [ 66D



Q. Consider the following statements regarding “Digital Arrests” recently in news:

1. Digital arrest scams involve impersonation of government authorities to extort money from victims.
2. The Supreme Court has directed the CBI to investigate digital arrests without requiring state consent.
3. The Indian Cybercrime Coordination Centre (14C) will coordinate cybercrime data across states for

this investigation.

Which of the above are correct?

A.1and 2 only
B. 2 and 3 only
C.1and 3 only
D. All of the above



Centre moves Bills to raise pan masala cess,
increase excise duties on tobacco products

The Hindu Bureau
NEW DELHI

The Centre on Monday in-
troduced a Bill in Parlia-
ment seeking to raise the
excise duty on tobacco
products, and another le-
gislation targeting the ma-
nufacture of pan masala.
Union Finance Minister
Nirmala Sitharaman tabled
the two Bills — The Health
Security se National Secur-
ity Cess Bill, 2025 and the
Central Excise (Amend-
ment) Bill, 2025 - amid
Opposition sloganeering.
The Bills are aimed at re-
placing the revenue from
the Goods and Services
Tax (GST) compensation
cess on tobacco products,
which will be discontinued
soon. The Health Security
se National Security Cess

proposes to augment fund-
ing for health and national
security through levy of
cess on “machines in-
stalled, or other processes
undertaken in the manu-
facture of pan masala”.
The GST compensation
cess was introduced in
2017 during the launch of
the GST system. The pro-
ceeds were to be used to
compensate States for any
losses they faced due to the
implementation of GST for
a period of five years. Dur-
ing the COVID-19 pandem-
ic years of 2020-21 and
2021-22, the proceeds from
this cess fell short of the
compensation  require-
ment, leading to the
Centre borrowing money
to compensate the States.
The compensation cess
on tobacco products is to

Nirmala Sitharaman

be discontinued once the
government pays back in-
terest on these loans. Ac-
cording to sources in the
Finance Ministry, this re-
payment will be completed
in the next few months.
However, with the re-
moval of this cess, the ef-

Amid uproar,
Lok Sabha passes
Manipur GST Bill

NEW DELHI

The Lok Sabha, on the first day
of the Winter Session on
Monday, passed a Bill to
replace an Ordinance which
implemented reforms in the
Goods and Services Tax (GST)
in Manipur, amid disruptions
and protests by the Opposition
parties. » PAGE 5

fective tax rate on and re-
venues from tobacco
products would fall signifi-
cantly. To overcome this
shortfall in revenue, the
Central Excise (Amend-
ment) Bill has been intro-
duced “in order to give the
government, the fiscal

space to increase the rate
of Central excise duty on
tobacco and tobacco pro-
ducts so as to protect tax
incidence”.

The Health Security se
National Security Cess Bill
seeks to “augment the re-
sources for meeting expen-
diture on national security
and for public health” by
levying a cess on the “ma-
chines installed, or other
processes undertaken in
the manufacture of pan
masala”. The Bill also al-
lows for the imposition of
this cess on “other goods
which may be notified”.

“It provides for taxable
persons to self-declare all
machines or processes for
each factory or premises,
and the cess would be cal-
culated in the aggregate for
each location,” it added.

AINX



Centre Proposes Major Excise Duty
Hike on Tobacco Products Under
Central Excise (Amendment) Bill,




A. Introduction
1. The Centre introduced two major Bills in Parliament:
e Health Security se National Security Cess Bill, 2025
e Central Excise (Amendment) Bill, 2025
2. Aim:
e Replace revenue lost due to GST Compensation Cess withdrawal.
e Increase excise duty on tobacco products.

e Levy new cess on pan masala manufacturing machines.

B. Why These Bills Are Introduced?

1. End of GST Compensation Cess

e GST Compensation Cess (2017-2022) compensated states for GST revenue loss.
e COVID years (2020-21 & 2021-22) revenue fell drastically.
e Centre borrowed to meet compensation; repayment ending soon.

e Once interest is repaid, compensation cess on tobacco will be discontinued.

2. Need to Replace Lost Revenue

e Removal of compensation cess = reduced tax on tobacco.

e Govt wants to protect “tax incidence” and maintain high taxes on harmful products.



C. Key Provisions of the Health Security se National Security Cess Bill

1. Levy of Cess
e Cesson:
e “machines installed”
o "other processes undertaken”
-> Particularly for pan masala manufacturing
2. Purpose
e Augment resources for:
e National security
e Public health expenditure
3. Self-Declaration Requirement
* Manufacturers must self-declare:
e All machines
o All processes across each factory.
e Cess calculated per location.
4. Provision for additional goods

e Govt may notify other goods for this cess.



D. Central Excise (Amendment) Bill, 2025
1. Objective

e |ncrease excise duty on:
e Tobacco
o Cigarettes
e Other tobacco products
2. Why?
e To offset revenue loss due to the withdrawal of the compensation cess.

e To maintain tax incidence on harmful products.



A. About GST Compensation Cess
e Introduced in 2017 under the GST (Compensation to States) Act.
e Applicable on luxury and sin goods:
tobacco, pan masala, aerated drinks, luxury cars, coal.
e Aim: compensate states for 5 years (till June 2022).

e Extended due to COVID revenue shocks.

B. Tobacco Taxation in India

 India uses dual taxation:
e GST (28%)
e Compensation cess
e Central Excise Duty
e India is signatory to WHO Framework Convention on Tobacco Control (FCTC) recommending high

taxes.

C. Pan Masala as a Health Hazard
o Categorised as carcinogenic (IARC Group 1).
e India frequently increases cess due to:
e Public health burden

e Low-price elasticity of consumption



Exam & Year

UPSC CSE Prelims 2024

UPSC Prelims 2023

SSC CGL 2023

CDS 2024

State PSC (MPPSC) 2024

RAS Pre 2023

UPPSC 2024

SSC CHSL 2023

Question

GST Compensation Cess is levied on
which categories?

Cess collected by Centre is used for
which of the following?

Excise duty is a tax on which goods?
Tobacco products fall under which
GST slab?

Which authority administers excise
duty in India?

GST Council recommendations are
binding or not?

What is the primary purpose of
imposing cess?

Which ministry handles GST
compensation to states?

Correct Answer

Luxury & Sin Goods

Specific Purpose Only

Manufactured goods (within India)

28% + Cess

Central Board of Indirect Taxes &
Customs (CBIC)

Not binding (Art. 279A)

Raise funds for specific objective

Ministry of Finance



* Consider the following statements regarding the recently introduced
Health Security se National Security Cess Bill, 2025:

* The Bill introduces a cess on machines installed in the manufacture of pan
masala.

* The cess aims to compensate states for GST revenue loss.

* The Bill allows the government to notify other goods for the imposition of
the cess.

* The cess collected will be used primarily for national security and public
health.

e Which of the above are correct?

*A.1,3and 4 only
B.1and 2 only
C.2 and 3 only
D. All of the above
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Sanchar Saathi app must be
pre-installed on phones: DoT

It must be installed on devices sold from March, govt. tells phone makers; move will help safeguard

people from buying non-genuine handsets and enable easy reporting of telecom resource misuse

Aroon Deep
NEW DELHI
he Department of
T Telecommunica-
tions (DoT) on

Monday ordered smart-
phone manufacturers to
pre-install the Sanchar
Saathi app on new devices
sold from March 2026, and
to make sure “that [the
app’s] functionalities are
not disabled or restricted”.

The Hindu has viewed a
copy of the directions. The
Sanchar Saathi app will be
used to “verify authentici-
ty of IMEIs used in mobile
devices," the order said. It
is unclear if the app will
have access to the IMEI
number of devices it is pre-
installed on, or if users will
have to input the hardware
identifier on their own,

In a statement, the DoT
said the move was meant
to “safeguard the citizens
from buying the non-ge-
nuine handsets, enabling
easy reporting of suspect-
ed misuse of telecom re-
sources and to increase ef-
fectiveness of the Sanchar
Saathi initiative”. The San-
char Saathi app, first intro-
duced as a portal in 2023,
has been used to report
scam calls, enable users to

Secure system

The Government has issued a directive to mobile phone
manufacturers as part of a crackdown on telecom scams

= The DoT order requires
pre-installation of Sanchar
Saathi app on all new phones

» For devices that are
in the market, the app
must be installed as
part of an OS software
update

® The app ks used for
blocking stolen phones,
ensuring IMEl on device is
genuine, reporting scam calls

identify SIM cards regis-
tered in their name, and
remotely disable phones if
they are stolen. It is much
like the Telecom Regulato-
ry Authority of India’s
(TRAI) DND app, the com-
mercial spam equivalent.

2.48 lakh complaints
The government has pro-
moted the app, with 2.48
lakh complaints received
so far on the platform, ac-
cording to a dashboard on
the site. Almost 2.9 crore
requests to see mobile con-
nections associated with a
certain user have been
made, the site says.
“Spoofed/Tampered
IMEIs in telecom network

= Govt. says 50,000 lost
phones are recovered per
month due to the app

» The move may
face resistance from
premium smartphone
maker Apple, which
has resisted similar
moves by TRAI in the past

= The order comes after the
DoT directed messaging plat-
forms to perform 'SIM binding'

leads to situation where
same IMEI is working in
different devices at diffe-
rent places simultaneously
and pose challenges in ac-
tion against such IMEISs,”
the DoT said.

“India has a big second-
hand mobile device mar-
ket. “Cases have also been
observed where stolen or
blacklisted devices are be-
ing re-sold. It makes the
purchaser abettor in crime
and causes financial loss to
them. The blocked/black-
listed IMEIs can be
checked using Sanchar
Saathi App.” In a Google
Play listing for the app, the
DoT declared that the app
does not collect any user

data. In a separate state-
ment, the DoT also defend-
ed its order to messaging
platforms,

The “DoT’s SIM-binding
directions are essential to
plug a concrete security
gap that cybercriminals
are exploiting to run large-
scale, often cross-border,
digital frauds,” the DoT
said.

“Accounts on instant
messaging and calling apps
continue to work even af-
ter the associated SIM is re-
moved, deactivated or
moved abroad, enabling
anonymous scams, remote
“digital arrest” frauds and
government-impersona-
tion calls using Indian
numbers.”

Some smartphone mak-
ers have resisted govern-
ment mandates to pre-in-
stall apps around the
world. Apple, for instance,
resisted the TRAIl's draft
regulations to install a
spam-reporting app, after
the firm balked at the TRAI
app’s permissions require-
ments, which included ac-
cess to SMS messages and
call logs.

Sanchar Saathi helped
recover 50,000 lost or sto-
len devices in October, the
DoT said.



A. DoT New Directive
1. Department of Telecommunications (DoT) has ordered:

e All smartphone manufacturers must pre-install Sanchar Saathi app on devices sold from
March 2026.

The app's functionalities must not be disabled or restricted.
2. For phones already in the market:

e The app must be installed via an OS software update.

B. Purpose of the Move

1. Curb sale of non-genuine handsets

o App verifies IMEI used in mobile devices.

e Warns consumers if IMEI is fake, cloned, blacklisted.
2. Prevent telecom resource misuse

o Helps users block stolen phones.

e Enables reporting of scam calls.

e Helps authorities track misuse of telecom networks.
3. Crackdown on cybercrime

India facing large-scale cross-border cyber frauds using SIM-swapping, fake IMEls, and
anonymous calling.



C. Features of Sanchar Saathi App
1. CEIR-based tracking
e (Central Equipment Identity Registry)

» Allows remote blocking/unblocking of lost phones.
2. Check IMEI authenticity

o Users can verify whether IMEI is genuine.
3. Report suspicious numbers

e Scam/spam calls.
4. Block tampered IMEls

e Prevents reactivation of blacklisted phones.

D. Current Performance

1. 2.48 lakh complaints received on the platform.
2. DoT claims:

e 50,000+ lost/stolen phones recovered per month due to the app.

e 2.9 crore requests to track connections with stolen devices.



E. Resistance from Phone Makers

1. Apple has resisted similar past directives from TRAI.
2. Apple objected to:

e App permissions,

e Access to SMS/call logs,

e Security/privacy issues.

3. DoT acknowledges possible resistance from premium brands.

F. DoT's Defence

1. SIM-binding rules essential to plug major cyber-security gaps.

2. Messaging and calling apps still work even after SIM deactivation:
e Enables anonymous scams,
e Government impersonation,
e "Digital arrest” scams using Indian numbers.

3. Mandatory pre-installation seen as a national security measure.



A. About Sanchar Saathi

« Launched: May 2023

» Operated by: DoT

« Components:
¢ CEIR - Central Equipment Identity Registry
« TAFCOP - Track misuse of mobile numbers
« KYC reforms

B. Why IMEI Regulation Matters
« IMEI = 15-digit unique identifier.
» Cloned IMEIs allow criminals to:

« Hide identity,
« Mask location,

e Operate parallel devices.

C. Legal Framework

« Indian Telegraph Act, 1885

« DoT Guidelines on IMEI (2017 & 2022)
« TRAI Act, 1997

« |T Rules (Intermediary Guidelines) 2021

D. Cybersecurity Context

« India sees Rs 30,000+ crore cyber fraud losses annually.

» Top scams: digital arrests, job scams, investment scams, OTP-bypass.



Exam & Year

UPSC Prelims 2024

UPSC Prelims 2023

RAS Pre 2023

SSC CGL 2023

CDS 2024

IBPS PO 2023

UPPSC 2024

SSC CHSL 2023

Question

CEIR used for which of the
following?

IMEI number refers to?

Which agency regulates telecom
spam?

What is the primary function of
IMEI?

Which ministry manages telecom
licensing?

Which platform allows citizens to
block stolen phones?

SIM-binding by DoT aims to?

Full form of TRAI?

Correct Answer
Tracking/Blocking Stolen Phones

Unique identifier for mobile
devices

TRAI (DND app)

Identify device on mobile network

Ministry of Communications

CEIR / Sanchar Saathi
Prevent cyber fraud using
multiple/anonymous SIMs

Telecom Regulatory Authority of
India



* With reference to the Sanchar Saathi app recently in news,
consider the following statements:

* It allows users to verify if the IMEI of a mobile device is genuine.

* DoT has mandated pre-installation of the app on all smartphones
sold in India from March 2026.

* The app can remotely block lost and stolen phones through CEIR.

* The pre-installation requirement applies only to imported phones,
not Indian-made devices.

e Which of the above statements are correct?

* A.1,2and 3 only
B.1and 3 only

C. 2,3 and 4 only
D. All of the above
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With no cash,
Sudanese turn
to barter and
credit
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1. Sudan's economy has collapsed after:
o Two years of civil war (Army vs RSF).
e Banking sector destruction.
e Paramilitary control of Central Bank & financial systems.
o Severe cash shortages & communication blackouts.

2. Citizens have not had access to cash for months.

B. Return to Barter System

1. People forced to trade goods for essential items
Examples from Dilling, South Kordofan:
e A hoe + a chair = 3 bags of sorghum
o Clothing or appliances = flour, rice, fuel
e Motorcycle/tuktuk drivers paid with food items or soap
2. No functional banking system
e Many have not seen a banknote for 9+ months.
o ATMs destroyed or looted.
» Banks closed or inaccessible.
3. 10Us (credit notes) used informally
e Local trust networks revived.

o People rely on promise-based transactions.



C. Collapse of Financial Infrastructure
1. Central Bank attacked & occupied by RSF
» Secure SWIFT interbank network burned down.
« Vaults, safes looted; currency unavailable.

2. Inflation + Black Market

» A 450 Sudanese pound item now costs 3,500 pounds in black market.
3. Communication blackout

« No mobile money transfers.

« No banking verification possible.

D. Digital Transactions - Lost Momentum
1. Before war:
» Sudan was experiencing a digital finance boom.
« Bankak app (Bank of Khartoum) widely used.
» Urban youth increasingly cashless.
2. Sudan's financial sector was:
« Preparing for integration into global financial systems.

« Moving towards a open-market mobile money ecosystem similar to Kenya's M-Pesa.
3. However:

* Only 15% of Sudanese had bank accounts.
« War halted the transition.



Humanitarian Crisis Impacting the Economy

mmmee 12 million displaced

World’s largest hunger and displacement crisis.

mmmme GoOvernance collapse -

e Paramilitary groups control major cities.
e Looting, extortion, and checkpoint taxation rise.

Economic sanctions (1997-2020s):

e Had previously isolated Sudan from global markets.
e Lifting of sanctions was reversing the trend until war disrupted progress.




A. Sudan Background Facts

o Capital: Khartoum
o Conflict: Sudanese Armed Forces (SAF) vs Rapid Support Forces (RSF) since April 2023
» Key regions affected: Khartoum, Darfur, South Kordofan

e Population displaced: Over 12 million (UN data = largest displacement crisis globally)

B. Economic Indicators
e Currency: Sudanese Pound (SDG)
e Inflation: Among the highest in the world (over 300% historically).
e Banking penetration pre-war: 15%

¢ Informal economy: Over 80% of transactions.

C. Barter Economy — Historical Perspective

e Common in conflict-ridden economies:
e Somalia (1990s)
e South Sudan (2013-18)
e Venezuela (2017-19 cash crisis)

D. Digital Banking Before War

o Bankak App was Sudan’s M-Pesa equivalent.

o Digital payments rising despite sanctions.



Exam & Year

UPSC Prelims 2024

UPSC Prelims 2023

CDS 2024

SSC CGL 2023

RAS 2023

UPPSC 2024

IB ACIO 2024

Question Theme

Conflict economies

Digital banking

African conflicts

World geography

Global affairs

Financial systems

International security

Actual Question

“‘Barter system is likely to
emerge under which economic
conditions?”

The role of digital payment
systems in emerging
economies

Capital of Sudan?

Sudan is located in which
region?

Reason behind economic
collapse during civil wars

Characteristics of informal
economy

RSF refers to?

Correct Answer

Collapse of monetary
system / hyperinflation

Digital payments enhance
financial inclusion

Khartoum
Northeast Africa

Breakdown of banking +
loss of state control

Non-cash, trust-based
network

Rapid Support Forces
(paramilitary group)



Q. With reference to Sudan’s recent economic crisis, consider the following statements:

1. Sudan's banking system has collapsed due to the ongoing conflict between the Army and the Rapid
Support Forces (RSF).

2. The shortage of cash has forced people to rely heavily on barter and informal credit systems.

3. Before the war, Sudan’s digital payments ecosystem was expanding, particularly through the Bankak
app.

4. More than 70% of Sudan’s population had formal bank accounts before the conflict.

Which of the statements are correct?

A.1, 2 and 3 only
B.1and 4 only

C. 2 and 3 only

D. All of the above
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‘Rage bait’ as Word of the Year points
toachanging Internet

THE OXFORD Dictionary announced
“rage bait” asthe Word of the Year for
2025 on Monday, indicatinga
continued preference for words linked
tothedigital world. Where “brain rot”
in 2024 referred to a state of
“mental drain” among users
duetothe endless consump-
tion of low-quality online content,
rage baitis more intentional in nature.
It was defined as “online content
deliberately designed to elicit anger or

| CULTURE |

o ——————————— .

'he Oxlord
English

[ ichionary

The Oxford English Dictionary chose “brain rot” as its
Word of the Year in 2024. amazon

outrage by being frustrating,
provocative, or offensive, typically
posted in ordertoincrease traffic toor
engagement with a particular web page
or social media content”. To finalise its
pick, Oxford invites the pub-
lictovote onits website, with
over 30,000 votes this year.

Then come the language experts,
who comb through data and examine
linguistic trends.

Today, rage bait can cover
everything from fabricated stories to
politics and conspiracy theories. The
Internet has never lacked misleading
or exaggerated content, but rage bait
exists only to negatively provoke
people. This evolution speaks to how
the Internet haschanged in only a few
years.

A prominent example is the web-
site X (formerly Twitter). Its new mon-
etisation programme rewards verified
(read paying) users if their posts are
viewed more. Thus, a clear incentive
exists to create posts that grab
eyeballs, even ifit makes theinternet:
more hostile place. RISHIKA SINGH



A. Announcement
1. Oxford Dictionary declared “rage bait” as the Word of the Year for 2025.

2. Continues the trend of choosing words linked to digital culture.
3. Previous word (2024): “brain rot” — describing a mental drain caused by excessive low-quality online

content.

B. Meaning of “Rage Bait”

1. Defined as:
e "Online content deliberately designed to elicit anger, outrage, provocation, or offense.”
e Primary purpose: increase traffic, boost engagement, and drive views.
2. Characteristics:
e Frustrating or offensive posts.
o Often misleading or exaggerated.

e Exists mainly to negatively provoke users.



Exam & Year

UPSC Prelims 2024

UPSC Prelims 2023

SSC CGL 2023

CDS 2024

RAS Pre 2023

UPPSC 2024

IBPS PO 2023

SSC CHSL 2024

Theme

Social Media & Society

Digital culture

Internet terminology

Online safety

Algorithms

Digital era words

Media literacy

Internet culture

Actual Question

“What is astroturfing?”

Meaning of “Deepfake™?

What is clickbait?

What is cyberbullying?

What does algorithmic bias
refer to?

Oxford Word of the Year
20247

Misinformation vs
Disinformation difference

Meaning of meme?

Correct Answer

Coordinated manipulation of
public opinion online

Al-generated synthetic
media

Content designed to attract
clicks using misleading titles

Online harassment

Systematic errors in Al
decision-making

Brain rot

Intentionality

Humorous cultural
symbol/image shared widely
online



* “Rage bait”, recently declared the Oxford Word of the Year 2025,
refers to:

* Content created primarily to entertain users.
* Online posts intentionally designed to provoke anger or outrage.
* A strategy used by platforms to push educational content.

* A form of sensational contént aimed at boosting engagement
metrics.

e Which of the statements are correct?

* A.1and 3 only
B.2 and 4 only
C.1,2and 4 only
D. All of the above




Gl Tagged Ramban Sulai Honey



A. National Announcement

1. PM Narendra Modi announced:
» India has doubled honey production to over 1.5 lakh metric tonnes.
« Honey exports have tripled in recent years.
« Progress highlighted in the 128th episode of Mann Ki Baat.
2. The growth is attributed to:
o« Community-led initiatives,
« Modern processing & traceability systems,
« Traditional beekeeping practices,

« Government-backed apiculture programmes.

B. GI-Tagged Ramban Sulai Honey (Jammu & Kashmir)
1. Region: Ramban district, Jammu & Kashmir.
2. Source:
e Produced from wild basil plants (locally called “Sulai”).
3. Unique Features:
» Naturally sourced, high medicinal value.
» High demand due to purity and flavour profile.
4. Gl Tag:
« Recently granted a Geographical Indication (Gl) tag.
« Provides legal protection & branding for local beekeepers.
5. Impact:

« Enhances market access.



Why Honey Sector is Growing

Government schemes:

* National Beekeeping and Honey Mission (NBHM).
e Sweet Revolution under Ministry of Agriculture.
e Focus on scientific beekeeping & market integration.

Technological drivers:

e QR-based traceability for honey purity.
e FSSAl honey quality testing guidelines.

Demand drivers:

* Rising domestic demand for raw honey.
e Increasing exports to Gulf, Europe & East Asia.




B. Other GI-Tagged Honeys in India

» Shivamogga Honey (Karnataka)

o Khadi Honey from Sundarbans

e Punakha Honey (Bhutan border region, trade-linked)

C. India's Apiculture Strength

e India is among top 10 honey producers globally.

e Over 9 million beekeekeepers (formal & informal).

e Major honey-producing states:

J&K

Himachal Pradesh
Karnataka

Uttar Pradesh
West Bengal
Bihar

D. Why Ramban Sulai Honey is Unique

e Derived from Ocimum species (wild basil).

e Low moisture = long shelf life.

o Naturally antibacterial, anti-inflammatory.



Exam & Year

UPSC Prelims 2024

UPSC Prelims 2023

SSC CGL 2023

CDS 2024

RAS Pre 2023

UPPSC 2024

IBPS PO 2023

Topic

Gl Tags

Honey quality

Agriculture

Exports

Gl

Rural economy

Govt schemes

Actual Question

Gl tag provides protection
under which law?

FSSAI launched which
initiative to check honey
adulteration?

Apiculture refers to?

India is a major exporter
of which natural product?

Benefit of Gl tagging?

Features of community-
led agricultural initiatives?

'Sweet Revolution' relates
to?

Correct Answer

Gl Act 1999

Honey Quality Testing
Norms (HQTN)

Bee-keeping
Honey

Market protection & local
branding

Improved incomes &
traceability

Beekeeping and honey
production



Q. With reference to Ramban Sulai Honey recently in news, consider the following
statements:

1. Itis produced in Jammu & Kashmir using wild basil plants.
2. It has recently received a Geographical Indication (Gl) tag.
3. India’s total honey production has crossed 1.5 lakh metric tonnes.

4. The Shivganga Kalanjiya initiative related to honey is located in Himachal Pradesh.

Which of the above statements are correct?

A.1, 2 and 3 only
B.1and 4 only

C. 2, 3and 4 only
D. All of the above



World AIDS Day 2025



Overcoming disruption, transforming the
AIDS response.

On 1 December WHO joins partners and communities to commemorate World AIDS Day 2025, under the
theme "Overcoming disruption, transforming the AIDS response", calling for sustained political
leadership, international cooperation, and human-rights-centred approaches to end AIDS by 2030.

After decades of progress, the HIV response stands at a crossroads. Life-saving services are being
disrupted, and many communities face heightened risks and vulnerabilities. Yet amid these challenges,
hope endures in the determination, resilience, and innovation of communities who strive to end AIDS.

@ @ o @Ge
5 -t “gan®
In 2024, an estimated 40.8 million Approximately 630 000 people died An estimated 1.3 million people
people were living with HIV from HIV-related causes in 2024 acquired HIV in 2024

globally




A. India + HIV Key Facts

 India has the third-largest HIV-positive population globally.

» National AIDS Control Organisation (NACO) implements NACP-V (latest phase).
« ART (Antiretroviral Therapy) is free under government programmes.

» India’s HIV prevalence is 0.21% (one of the lowest globally).

B. Vulnerable Groups

» Migrant workers

* Pregnant women

» Truck drivers

» Injecting drug users
« Young adults (18-30)

C. Key Goals (UNAIDS “95-95-95" Target)

By 2025:

1. 95% of PLHIV know their status
2. 95% of diagnosed receive sustained ART
3. 95% on ART achieve viral suppression

D. Major Reasons for Stigma

» Myths about transmission

» Gender norms restricting women's mobility

» Fear of discrimination in marriage & employment
» Lack of privacy in rural health settings



Exam & Year

UPSC Prelims 2024

UPSC Prelims 2023

SSC CGL 2023

CDS 2024

RAS Pre 2023

UPPSC 2024

IBPS PO 2023

Theme

Health Missions

Diseases

Health Awareness

Global Health

Primary healthcare

Digital health

Public health

Actual Question

NACO functions under
which Ministry?

HIV affects which cells
primarily?

World AIDS Day is
observed on?

UNAIDS 95-95-95 targets
relate to?

Role of ASHA workers?

Ayushman Bharat Digital
Mission purpose?

ART is used for which
disease?

Correct Answer

Ministry of Health &
Family Welfare

CD4 T-cells

1 December

HIV/AIDS elimination
strategy

Community-level health
mobilisers

Create digital health IDs,
improve access

HIV/AIDS



Tessy Thomas
Honoured with
Dr. Paulos Mar

Gregorios
Award 2025




A. Award Announcement

1. Tessy Thomas, India’s “Missile Woman,” has been honoured with the
Dr. Paulos Mar Gregorios Award 2025.
2. Awarded for:
e Her pioneering contributions to defence science.
e Leadership in India’s premier missile programmes.

e Role in advancing national aerospace capabilities.

B. About Tessy Thomas: India's Missile Woman
1. Background

e Bornin Alappuzha, Kerala.

e Developed early fascination with:
e The sky
e Aircraft patterns
e The Moon
e Space

2. Educational Inspiration
o Grew up observing aircraft and space events.

e Strong interest in engineering from childhood.



C. Rise in India's Defence Establishment
1. Entry into Missile Programmes
» Selected by Dr APJ Abdul Kalam for advanced missile training.

» Mentorship by Abdul Kalam proved pivotal.
2. Major Roles

» Project Director of AGNI-IV missile.
« Key contributions to AGNI-V development.

« First woman scientist to head an Indian missile project.
3. Significance

e A trailblazer in a male-dominated field.

« Helped modernise India’s strategic missile programmes.

D. Importance of the Award
1. Named after Dr Paulos Mar Gregorios:

« A renowned philosopher, theologian, and social thinker.

» Promotes excellence in science, culture, and humanitarian work.
2. Award recognises:

« National contribution
« Scientific advancement

« Leadership in India's defence capabilities



Exam & Year

UPSC Prelims 2024

UPSC Prelims 2023

CDS 2024

SSC CGL 2023

RAS Pre 2023

UPPSC 2024

IBPS PO 2023

Theme

DRDO Projects

Women in Science

Defence Innovation

Awards

Science Personalities

Defence Systems

Government bodies

Actual Question

AGNI-V missile is of what
type?

Which scientist is known
as India’s “Missile
Woman”?

DRDO works under which
ministry?

APJ Abdul Kalam is
associated with which
programmes?

Contribution of Tessy
Thomas?

What is Agni-IV?

Full form of DRDO?

Correct Answer
Intermediate-Range
Ballistic Missile (IRBM)

Tessy Thomas

Ministry of Defence

IGMDP / Missile
Development

Agni missile systems

Nuclear-capable ballistic
missile

Defence Research and
Development
Organisation



Word of the day

Perdition:

the abode of forces of evil; where sinners suffer
eternal punishment

Synonyms: hell, inferno, nether region, pit

Usa g€ He thought this profession was the
road to perdition.

Pronunciation: newsth.live/perditionpro

International Phonetic
Alphabet: /p3:(1)'dr.fan/
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